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Using the key phrase “PINEAPPLE” decrvot the ciphertext:

WLIIEIXFPY 1 XHME

Using the key phrase “PEPPERONTI” decrypt the ciphertext:

a NN A A

N A A asa ¥
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Using the key phrase “BEEF” decrypt the ciphertext:

NIEY MSZISW

Using the key phrase “MUSHROOM?” decrypt the ciphertext:

BUFHXCDAGEFGZ



Hill Ciphers

e Plaintext is split up into n letter blocks.

e For this course we will only do hill ciphers for 2 letter blocks.

e If the number of plaintext letters is not a multiple of 2 we add an x. For example,

the plaintext “Pizza” is split up into “Pi zz ax”.

e Givena,b,c,d in mod 26 and a block “x y” in the plaintext, our encoding function is:
E(x) = a-x+ by (mod26)
E(y) =c'x+d-y (mod26)

e Ifad — bc inverse in (mod 26) is § then the inverse of the 2 X 2 matrix:

@

c d

gives the decoding function for each block:

5 _dc —ab] (mod 26)

D(x) = 6&d-x—38b -y (mod26)
D(y) = —=6c *x+ da -y (mod 26)
Example 2: Consider the Hill Cipher witha = 2,b = 1,c =1,d = 1 and

a) encode the plaintext “Pizza”.
b) decode the cipher text “IBJQ”.

-1
a) E(P)= 208)+(8) =12 [74_ b §=(21-11 l
x

l

mn
M

m

E(x)=z (%) +(8) 23
€ = (8)— (V=7 (H
Z)EZC\)+(~1)=23 X D(T)= ( =
ggl)i COrE) = 24 D(B)z -(8)+2 (D= ¢ |V
E) =20) +¢3)= 23 X D(T)E ()~ 6!075—"‘ ;
E(X)ZE (0) + (-3)2 23| X D(Q)i—(‘%)»r 9 E10)=-3




Activity:
Decrypt the ciphertext message “ii wo ez md mt uh of sp” which was encrypted using Hill cipher
with the encoding function:

E(xeven) = 1 b xeven + 2 " ded mOd 26

E(Xpqq) =1 *Xppen + 3 *Xpqq mod 26

where the corresponding decrypting function is:
D(xeven) =3- Xoven — 2 Xodd mod ")

D(xodd) = _1 : xeven + 1 N xodd mOd 26
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