Lecture 10

Definition 1: A mono-alphabetic cipher uses the same substitution across the entire message.

Definition 2: In a poly-alphabetic cipher, the substitution may change throughout the message.

Key Phrase Cipher
e Also called the Vigenére cipher.

e Consists of using several Caesar ciphers in sequence with different shift values. These

shift values are determined by a key phrase.

For example, suppose we choose the key phrase “HAM”.
The sender repeats it until it matches the length of the
plaintext.

Each letter is encoded by finding the intersection in the
grid between the plaintext letter and keyword letter.

Example 1:

To encode the plaintext “student” we would:
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Now to decode the ciphertext “JEZAEDLD” we would:
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Using the key phrase “PINEAPPLE” decrypt the ciphertext:
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Using the key phrase “PEPPERONI"” decrypt the ciphertext:
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Using the key phrase “BEEF” decrypt the ciphertext:
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Using the key phrase “MUSHROOM” decrypt the ciphertext:
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Activity:
Decrypt the ciphertext message “ii wo ez md mt uh of sp” which was encrypted using the
Hill cipher with the encoding function:

E(z)=1-z+2-y(mod 26)
E(y)=1-z+ 3y (mod 26)

where the corresponding decoding function is:

D(z)= 3-z-2-y(mod 26)
D(y)=-1-z+1-y(mod 26)
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